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1 Introduction  
WaterNSW’s total forecast expenditure (totex) for Digital over the 2025-30 determination period is 
$361.29 million. This is comprised of $163.46 million in capital expenditure and $197.84 million in 
operating expenditure (opex).  
 
For Greater Sydney, forecast totex over the 2025-30 determination period is $145.71 million, comprised 
of $49.87 million in capex and $95.84 million in opex. For Rural Valleys, forecast totex over the 2025-30 
determination period is $123.49 million, comprised of $54.42 million in capex and $69.07 million in opex. 
WaterNSW also contributes to the Water Administration Ministerial Corporation (WAMC). Our proposed 
investment towards WAMC is detailed in the WAMC Pricing Proposal.  
 
For the purposes of this submission and Attachment, the three agencies responsible for water 
management in NSW, under the auspices of the Water Administration Ministerial Corporation (WAMC), 
will collectively be referred to herein as the NSW Water Sector. Not to be confused with the broader 
NSW water sector, which may include other water authorities, utilities and agencies. 
 
WaterNSW’s digital expenditure program delivers services for the benefit of the NSW Water 
Sector agencies 
 
Three agencies make up the NSW Water Sector: 

• WaterNSW 
• NSW Department of Climate Change, Energy, the Environment and Water (NSW DCCEEW) 
• The Natural Resource Access Regulator (NRAR)  

 
The NSW Water Sector agencies (Figure ) ensures that data and delivery of technical services provided 
by one party, delivers benefit to the broader sector. 
 
Since WaterNSW’s creation under the Water NSW Act 2014 (NSW) and NRAR’s subsequent creation in 
2018, NSW DCCEEW, WaterNSW, and NRAR have been on separate but closely linked journeys in terms of 
their digital strategies.  
 
NSW DCCEEW, WaterNSW and NRAR are parties to a Roles and Responsibilities Agreement (RRA) that 
sets out the respective roles and responsibilities, rights, entitlements, and obligations of each party.  
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Figure 1-1 – The NSW Water Sector Agencies  

 
 
 
The establishment of distinct roles across the NSW Water Sector agency value chain has created 
challenges for the delivery of digital services for broader and shared technology ecosystem benefit, 
including the ability to achieve operational efficiencies, ensuring a coordinated customer experience, 
and fostering strong working relationships between participants. 
 
A joint 10-year technology vision and technology roadmap (Technology Roadmap), refer to Appendix 4 of 
the WaterNSW submission: NSW Water Sector Shared Ecosystem Technology Roadmap) for 2025 – 
2035 has been established to provide a unified vision for digital services and in doing so support both the 
delivery of the parties’ individual digital strategies and provide a strong foundation for the delivery of 
value to customers. 
 
Through the joint Technology Roadmap, the NSW Water Sector agencies are better positioned to deliver 
enhanced transparency, customer experience, and operational efficiencies across the sector. This 
approach aligns with the recommendations of the 2020 NSW Chief Scientist & Engineer report1, which 
identified the need for coordinated, data-driven and cross-agency approaches to effectively respond to 
water management and security challenges.  
 
While several integrated business processes span the three agencies, each organisation is continuing to 
establish specific digital capabilities and infrastructure within the parameters of the RRA. 

 
1  Chief Scientist & Engineer, Review of water-related data collections, data infrastructure capabilities, July 2020 
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1.1 Strategic intent 

The joint Technology Roadmap establishes a unified vision for digital services across the 
NSW Water Sector agencies   
 
NSW DCCEEW, NRAR and WaterNSW as standalone agencies in the NSW Water Sector have been on 
journeys to develop their own strategic and long-term technology plans. Over time, the agencies have 
progressed towards improved alignment in joint planning as an ecosystem, agreeing on shared 
ambitions and long-term planning for ICT, where it makes prudent and efficient sense to do so.  
 
In 2022-23, the agencies conducted a joint planning exercise to establish a common ambition and 
strategic response to common ICT needs. This led to the development of the joint Technology Roadmap 
(Appendix 4). The joint Technology Roadmap aims to define the shared business challenges, desired 
outcomes, and principles to achieve shared ICT goals. The joint Technology Roadmap was supported by 
preliminary business cases and built upon the strategic planning work undertaken by each agency, 
including WaterNSW’s ICT Strategic Plan 2019-2029 (our 10-year strategic plan for ICT) 
 
The joint Technology Roadmap has been endorsed by the NSW Water Sector agencies, through its Joint 
Agency ICT Steering Committee (JAICT-SC), as well as through the internal governance process of each 
water agency (NSW DCCEEW, NRAR and WaterNSW) to ensure its buy-in.  
 
Through the joint Technology Roadmap, the NSW Water Sector agencies are well positioned to deliver 
the vision of a unified, efficient and customer-centric operating model for digital services for the 
NSW Water Sector. The joint Technology Roadmap represents a significant step forward in achieving 
this vision. 
 
Future horizon planning for the Technology Ecosystem  
 

In the shared Technology Roadmap, there are three horizons that have been identified through 
engagement with stakeholders, and which inform priorities: 

• Horizon 1 (2025-2026) establishes the foundation for future endeavours, focusing on robust 
technology and streamlined processes to deliver value through secure data and foundational 
technology. 

• Horizon 2 (2027-2029) builds on these foundations, aiming to increase value by leveraging the 
established technology for customer-centric innovations and strategic use of integrated data 
and platforms. 

• Horizon 3 (2030-2035) emphasises scalability and innovative growth propositions such as broad 
cloud adoption, automation, modernised services, and advanced analytics - building on the 
successful delivery of previous horizons.  

This unified technology ecosystem strategy provides for a significant increase in application sharing by 
WaterNSW, to drive more connected ways of working across WaterNSW and specific areas of NSW 
DCCEEW and NRAR. This requires a commitment to remediation of legacy data, improved governance 
and ongoing development of applications (e.g. Water Markets and Metering systems) beyond WaterNSW 
processes in the Water Resource Management value chain. 
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• Providing information: Supplying information in line with formal agreements to assist the 
workings of NRAR, DCCEEW, the Bureau of Meteorology (BOM) and many other agencies. 

• Support compliance: Ensuring our systems, processes and data storage and provision are 
executed according to the conditions of our operating license. 

 

2. Expenditure over the 2020-25 determination period  

This section outlines WaterNSW’s expenditure and performance during the 2020-25 determination 
period. 

 
Summary of WaterNSW’s expenditure over the 2020-25 determination period  
During the current period (2020-25 determination period), WaterNSW’s total expenditure (totex) for its 
digital program was $170.96 million, representing an increase of the IPART allowance by $18.98 million or 
12.5%.  

WaterNSW’s opex over the 2020-25 determination period was $87.37 million ($8.63 million or 11% above 
its allowance), see Table 2-2 below. Capex over the 2020-25 determination period was $83.59 million 
($10.34 million or 14.1% above its allowance), see Error! Reference source not found. below).  

Box 1-1 The Role of the Digital Team in Addressing Emerging Risks 

WaterNSW’s digital team, as part of the shared technology ecosystem, provides 
crucial digital and data-related services to both internal and external stakeholders. 
This ensures compliance with relevant regulations and adherence to WaterNSW’s 
operating licence, while proactively addressing emerging risks. The below outlines 
the primary emerging risks that the digital team actively manage.  

• Cybersecurity: Cyber-attacks are ever-present and evolving. We implement 
robust safeguards and educate stakeholders to mitigate these risks. 

• Generative AI: While generative AI offers exciting opportunities, it also 
increases the risk of information exposure, necessitating careful 
management. 

• Demand Management: Increased demand for digital services mandates 
ruthless prioritisation to ensure our resources target areas of highest value. 

• Governance: As a regulated entity, maintaining comprehensive governance 
over all investments is critical. Any lapses compromise this responsibility. 

• Data Management: Data loss or mismanagement can impair decision-
making, lead to breaches, and impact operations. 

• System Maintenance: Ageing systems and obsolescence incur costs and can 
distract teams from innovation, emphasising the need for timely technology 
updates. 
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For WaterNSW’s digital services for WAMC, its totex was $39.98 million, or 52.8% above the IPART 
allowance. Its opex was $15.09 million, representing $1.91 million or 14.5% above the IPART allowance. Its 
capex was $24.88 million, representing $11.90 million or 91.6% above the IPART allowance.  

WaterNSW’s performance during the current period is described below in section 2.1. 
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2.1 WaterNSW’s performance over the 2020-25 determination period  

WaterNSW’s Vision for the 2020-25 Regulatory Period: Enhancing ICT Efficiency and 
Strategic Investments  
 

WaterNSW’s vision for the 2020-25 determination period (commencing from 1 July 2020 for Greater 
Sydney and 1 October 2021 for Rural Valleys) was to build on the substantial progress it had made over the 
previous determination period (1 July 2016 to 30 June 2020) in removing duplication, harmonising, 
updating legacy systems, and continuing to improve the efficiency of its ICT environment to better meet 
the needs of customers.  

At the Greater Sydney pricing review, a large program of works was proposed under the WaterNSW ICT 
Strategic Plan. During the Rural Valleys and WAMC price reviews, 12-months later,3 WaterNSW revised its 
proposed ICT program, including a recently finalised business case for the Water Added Value 
Environment (WAVE). The final proposed ICT program represented a large package of ICT projects to 
be delivered over the 2020-25 regulatory period, with the WAVE program alone forecast to account for 
around 60% of the total ICT capex across WaterNSW.4  

 

WaterNSW’s performance over the 2020-25 determination period  
Throughout 2020-25 determination period, WaterNSW’s ICT program faced several significant 
challenges, many of which were outside of our control. This included the COVID-19 pandemic, major 
flooding (both during the floods and in post flood recovery initiatives) across NSW from 2020 to 2022 
both of which severely constrained our ability to deliver on our planned Digital program.  These major 
events impacted our delivery due to supply chain disruptions, mandatory work-from-home 
requirements, and reallocation of resources to emergency and operations efforts. Additionally, 
increased security requirements (including the introduction of Security of Critical Infrastructure Act 
amendments), and shifts in program focus due to separate historical pricing review timelines further 
impacted on our planned delivery. 

In response to the challenges presented throughout the period, the Digital portfolio had to adapt and 
shift its focus. Despite these obstacles, WaterNSW successfully achieved several key project 
milestones. These accomplishments have laid a robust foundation for the ongoing delivery of the next 
phase of the WaterNSW ICT Strategic Plan.  

Key learnings include: 

• Evolved and matured Agile and DevSecOps delivery mode: During the 2020-25 determination 
period, the Digital team has evolved and matured in program delivery under its Agile and 
DevSecOps methodologies. This progress has led to faster, more secure program releases, 
reduced rework, and improved product quality, better meeting business and customer needs 
(see Box 2-2 for more detail on the DevSecOps model). 

• Resource Reallocation: Efficiently reallocating resources to manage unforeseen emergencies 
without compromising long-term strategic goals. 

 
3 WaterNSW Greater Sydney and Rural Valley’s price reviews were previously subject to separate IPART reviews and 
timeframes. WaterNSW Greater Sydney regulatory period commenced 1 July 2020. Rural Valleys and WAMC regulatory period 
commenced 1 October 2021.  
4 Delivery and application of these ICT projects cover all WaterNSW business areas - Greater Sydney, Rural Valleys and 
WAMC.  
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• Cost Management: Navigating higher than expected increases in operating expenditures and 
licensing costs while maintaining service quality, and customer satisfaction and vendor support. 

 

 

 
Box 2-1 Unexpected and increasing costs impacted on WaterNSW’s expenditure over the 
2020-25 determination period relative to the IPART allowance  
 
WaterNSW experienced an unanticipated increase to the intended expenditure relative 
to the IPART allowance over the 2020-25 determination period. The totex was 12.5% over 
the IPART allowance, opex was 11.0% over the IPART allowance and capex was 14.1% 
over the IPART allowance.  

Impacts of the floods 

During the initial years of the determination, the Digital team's operating expenses were 
significantly impacted by widespread flooding across NSW. During these flooding events, 
staff from the Digital team were redirected to provide additional support to high priority 
operational activities. This included increased surveillance, incident resolution and 
managing systems on an expanded 24/7 roster.  

As a result, transformation activities were delayed, and in some instances paused. 
Consequently, work was delayed on several capital programs, including components of 
the WAVE program. 

Higher than expected operating expenses and increases  

In addition to the flood-related reallocations, the Digital program experienced higher 
than expected operating expenditures that were not foreseen during IPART’s 2020 
expenditure review. These included: 

• Cloud Adoption: The transition to predominantly building and hosting applications 
such as WAVE in the cloud has resulted in a shift with lower one-off capital 
expenditure to higher recurrent business-as-usual operating expenditure. 

• Licensing Cost Increases: Licensing costs increased beyond WaterNSW’s control. 
In managing software licence renewal expenditure, WaterNSW has leveraged 
prices negotiated by the NSW Government where possible, such as Microsoft 
products. In other cases, we undertake a stringent process to test the market for 
best value for money offers and the pursuit of longer term contracts for higher 
discount levels.  

• Onboarding New Staff and Contractors: Between 2020 and 2024, approximately 
400 additional Microsoft licenses were required to support new staff and 
contractors. Each licence incurs a cost of around $800. 

In FY22, WaterNSW restructured its ICT portfolio and approaches to project delivery under 
an approach called the New Ways of Working. The New Ways of Working model and 
lessons learnt from the change in delivery approach is described in more detail in Box 2-2 
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The below sections detail the key challenges WaterNSW ICT program faced.  

External impacts, broader trends and strategic adjustments over the 2020-25 determination 
period  

COVID-19 pandemic – Additional technology and devices were required to enable WaterNSW to continue 
operations in a mandatory “Work from Home” environment. This resulted in fast tracking the adoption of 
software developments such as Microsoft Teams, increased investment in end use computing 
equipment and increased telecommunications bandwidth provisioning. While there was an increase in 
expenditure towards devices to facilitate increased working from home, WaterNSW reduced its ICT 
Totex per device by 36%. As people started returning to the workplace, investments in video 
conferencing and software to support COVID contact tracing and book office desks supported new 
hybrid ways of working. 

Flood Operations – Between 2020 and 2022 many staff were impacted and redirected to assist with 
flood operations slowing the delivery of Digital projects and reprioritising deliverables to ensure 
continuous support and operation of the digital platforms during high-risk events. 

Cybersecurity – During the period a strategic priority for the portfolio has been increasing its 
cybersecurity posture to comply with the Security Legislation Amendment (Critical Infrastructure 
Protection) Act 2022 (SLACIP Act), which itself amended the SOCI Act. Significant progress has been 

Box 2-2 New Ways of Working – combining Agile and DevSecOps to transform 
WaterNSW’s Digital Team to deliver better results 
 
The Digital portfolio’s New Ways of Working approach combines a DevSecOps 
structure with Agile project delivery. While Agile focuses on iterative development 
cycles, DevSecOps streamlines security integration throughout the process. The 
move to Agile was in response to learnings from implementing the CIMS project over 
the 2016 determination period. 
 
Agile project delivery does not inherently include security, so by implementing a 
DevSecOps approach, WaterNSW can address this gap to ensure security practices 
are integrated into every stage of the Agile workflow.  
 
The New Ways of Working approach has matured throughout the period, hitting full 
stride in the final two years of the period. The benefits WaterNSW expect to further 
build on include: 

• Faster, more secure releases of programs: security is built-in reducing rework 
and delays due to late-stage security vulnerabilities  

• Improved quality: early identification and fixing of security issues has led to 
quality products that better meet the business and customer needs.  

• Enabled insourcing of specialist expertise resulting in the conversion of 
external contractors to permanent staff. 
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achieved in implementing a strategy to deliver and embed security tools, processes and information to 
allow WaterNSW to achieve its targeted security maturity, in addition to complying with external 
cybersecurity compliance models. This includes the introduction of 24/7 monitoring as a BAU activity 
and more timely and frequent application of security patches to corporate applications. Achieving 
Essential 8 Maturity - planned roadmaps were reevaluated and adapted to ensure compliance with the 
maturity redirecting staff to deliver this over other small discretionary works. A maturity uplift   

          has demanded extensive 
operationalisation of cybersecurity activities. 

Broader trends among utilities to increase focus on ICT – Non-network ICT capex is increasing for most 
utilities as a percentage of total capex and as a percentage of revenue. Typically, organisations with a 
greater level of ICT investment relative to operating expense view ICT as a strategic enabler, and this can 
improve business performance and productivity levels. Upgrading and renewing applications is driving 
capex as all utilities are planning or delivering major system upgrades and/or new applications. Utility 
size does not appear to deliver economies of scale in ICT expenditure based on WaterNSW’s assessment 
of comparable utilities.  

Adoption of cloud-based services – Development of new services in the Cloud has been an industry 
trend for some time delivering a range of benefits in addition to cost reductions achieved by maintaining 
a smaller internal Data Centre. A key accounting implication of this is reduced capex and increase in Core 
opex. 

The need to reprioritise over the 2020-25 determination period  

WAVE program – By the end of the 2020-25 regulatory period, WaterNSW will have exceeded its forecast 
expenditure on the WAVE program by approximately $6.15 million (assuming achievement of forecasted 
expenditure of $4 million in FY25). The over expenditure is primarily related to the need to maintain a 
two-way synchronisation of data between the new platform (WMS) and the legacy platform – Water 
Licensing System (WLS). Substantial complexity is involved in the platform synchronisation due to the 
fundamental asynchronous underlying technology of the two platforms, sheer volume of customer 
records that also require extensive validation due to the Personally Identifiable Information (PII) nature of 
customer data, and the need to retain both platforms until all functionality in WLS can be replaced by 
WMS. This was unanticipated and underestimated in terms of complexity at the program inception.  

To allow the digital business to focus on the expanded WAVE program, several other programs were 
reprioritised including, Remote Visual Monitoring, Advanced Analytics, and Expansion of Operational 
Technology. A further three programs have had their investments postponed, including Asset 
Maintenance, Asset Condition Monitoring and Field data capture.  

Accounting changes – In April 2021, a change was made to the accounting for configuration and 
customisation costs in a Software as a Service (SaaS) arrangement resulting in a material impact to 
operational expenditure for the portfolio. This change meant that all costs related to the CIMS ERP, the 
WAVE program (except meter purchases) and enhancements to many other software applications could 
no longer be treated as capital investments. This has also complicated how we identify and extract BAU 
expenditure. For regulatory pricing and reporting purposes, the previous approach to capitalisation of 
ICT costs has remained in place. 

Organisational growth and licensing costs – The total number of employees & contractors at WaterNSW 
has risen from 1,184 at the start of the Determination period to 1,265 as at June 2024, representing a 7% 
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3. 2025-30 determination period: expenditure drivers, 
assumptions, methodology and governance   

3.1 WaterNSW’s proposed expenditure for the 2025-30 determination period 

For the 2025-30 determination period, WaterNSW's total investment (totex) in digital technology is 
$361.29 million. This is comprised of $163.46 million in capex and $197.83 million in opex. Our forecast 
expenditure is split across WaterNSW’s Bulk Water and WaterNSW’s investment in WAMC. For bulk water 
services alone, WaterNSW’s total investment is investment is $269.2 million.  
 

WaterNSW’s planned investment includes the delivery of WaterNSW’s Core programs and our planned 
investment in the joint Technology Roadmap, the cornerstone of the shared technology ecosystem’s 
digital ambitions.5 Our forward program builds on the foundations built during the 2020-25 period by 
leveraging existing technology and skilled resources. 

 

 

 

  

 
5 Note the final years of the technology roadmap are planned to be delivered from the future pricing period commencing 2030 
onwards. 
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3.2 Proposed digital program for the 2025-30 Determination Period 

The digital program for the 2025-30 determination period is fundamental to WaterNSW’s transformation 
into a digitally enhanced business and underpins many of the efficiencies the business (and the broader 
sector) aim to achieve. WaterNSW’s digital program includes fulfilling its commitments towards the joint 
Technology Roadmap and maintaining critical systems and programs as part of its core operations. 
 
The below details WaterNSW’s contribution to the Roadmap and our BAU digital programs.  
 
The Joint Technology Roadmap  
 
The joint Technology Roadmap represents a unified strategy consisting of 13 programs (11 of which 
WaterNSW has responsibility to deliver) that will deliver significant economic benefits to customers 
across the broader sector. These benefits include more connected ways of working and sharing of 
applications between WaterNSW and its sector partners. This includes a commitment to remediation of 
legacy data, improved governance, and ongoing development of applications such as the Water Market 
and Metering systems, beyond WaterNSW processes in the Water Resource Management value chain. 

The full Technology Roadmap represents the NSW water sector agencies’ long-term ambitions aiming to 
address challenges faced by agencies and our customers through critical investments in process 
redesign and technology over a 10-year horizon (two regulatory periods). For the 2025-2030 
determination period, the total cost for WaterNSW Bulk Water initiatives is $64.4 million over 5 years.  

While the Technology Roadmap will uplift our digital capabilities across the sector, planned investment 
has adopted a conservative strategy, ensuring investment in essential functions only to tackle shared 
challenges and meet regulatory requirements. This approach spreads the full Technology Roadmap 
costs over two determination periods, while ensuring delivery of critical activities that enhanced risk 
management and compliance with mandatory obligations during the 2025-30 determination period. 
While this will extend the time before customers see the full benefits, it ensures a more manageable 
implementation with only essential costs passed through to customers. 
 
Critical challenges and benefits that will be delivered by the Technology Roadmap include:  

• Ageing technology: managing our cyber security risks due to ageing technology and replacing 
systems no longer supported by vendors. 

• Regulatory compliance: ensuring adherence to cyber security, data management and privacy 
regulations (Security of Critical Infrastructure Act, Privacy Act and new Operating Licence 
conditions).6 

• Single source of information: ensuring reliability of data and information for critical functions 
as well as streamlining information delivery for customers and stakeholders across the NSW 
Water Sector. 

• Data Quality Issues: addressing incomplete datasets and operational inefficiencies like 
duplication and manual processes. 

• Customer Experience: improving customer experience by integrating separate agency 
processes. 

• Leveraging benefits across the shared technology ecosystem: sharing costs and efforts 
developing and managing systems for the benefit of the NSW Water Sector agencies. Reducing 
operational costs through monitoring and optimising diverse assets across the sector. 

 
6 WaterNSW’s 2024-2028 Operating Licence clause 43 Data management framework and clause 44 NSW Government access 
to water data and information.  
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WaterNSW with its water sector partner agencies have worked together to consolidate 37 separate 
initiatives into 13 Technology Roadmap programs. WaterNSW's forecast investments in the Technology 
Roadmap were developed through a robust collaborative approach, ensuring cost-effective and efficient 
expenditure. This approach included rounds of critical test and challenge by WaterNSW’s SME’s and 
external expertise. During this process, some programs that offer significant benefits to customers, but 
were not deemed essential for immediate delivery have been deferred to the next regulatory period. 
The most notable example of which is the deferral of the Geospatial Visualisation program representing 
an avoided direct cost of $3.2 million. 

Our collaborative approach to defining the forecast costs and services of Roadmap include: 

• Leveraging external expertise in project deliverability. The process involved rigorous testing 
and challenging of cost projections with our Digital team managers and external expertise to 
ensure feasibility and accuracy. 

• The Water Markets program has already been in operation for approximately three years, 
providing a solid foundation for developing forecasts based on actual performance and trends. 

• We engaged with water users to refine the scope of these programs to better meet their needs. 
This included five sessions with the Working Groups (WWG) that comprise of customers from 
various regions who provided feedback on different levels of investment ie, ‘do something’, ‘do a 
little’, or ‘do a lot’. 

• We continually consulted with government to ensure that our proposal aligns with government 
objectives, customer service expectations, and policy goals. This scrutiny helped resolve 
potential risks through genuine and direct engagement. 

• Proposed investments align to our Investment Prioritisation Framework to ensure a balanced 
approach to decision-making that aligns investments with strategic, customer-driven, and 
mandatory outcomes while managing risk and cost efficiency. 

• Costs and assumptions were independently tested and validated through an externally engaged 
consultant, and further scrutinised by government to ensure robustness and alignment with 
broader objectives. 

• WaterNSW adopted a P50 approach in forecasting capital expenditure for the Technology 
roadmap. This means that the proposed expenditure represents the most likely outcome, with 
an equal likelihood of project costs being higher or lower than forecast, avoiding unnecessary 
contingency costs. 

 
WaterNSW’s Core digital programs provide critical support to the business 

In conjunction with delivering the Technology Roadmap, WaterNSW maintains systems and programs 
that have significant contribution to the operation of the business and a subsequent impact (and benefit) 
for our customers.  

Cloud computing is an important area for the business. Cloud computing costs alone are projected to 
increase at 16% per year. This compares favourably with the average increase across NSW Government 
at 26% per year (2% month on month).7 Microsoft releases new cloud service updates every 6 months, 
meaning WaterNSW must release new updates to ensure that it complies. In addition to the use of cloud 
computing, there has been continual improvement in BAU cyber security, telecommunications, ensuring 
compliance with Essential Eight and supporting changing business requirements.

A significant portion of WaterNSW’s core digital expenditure is the cost of software licence renewals and 
maintenance. The price of these licences has been increasing and is expected to continue rising over the 
2025-30 Determination Period. These increases are largely outside of WaterNSW’s control. As a price 

 
7 Although WaterNSW is experiencing rising costs associated with Cloud computing, our analysis demonstrates that the 16% increase 

compares favourably with the average increase across NSW Government at 26% per year (2% month on month).  
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taker of these services, WaterNSW has leveraged prices negotiated by the NSW Government where 
possible, such as Microsoft products. In other cases, we undertake a stringent process to test the 
market for best value for money offers and the pursuit of longer term contracts for higher discount 
levels. 
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Box 3-1 Customer engagement to our digital plans - what we heard and how we have responded  
 
Feedback from WaterNSW’s customers:  
 
In addition to our ongoing engagement with customers, WaterNSW undertook dedicated and 
extensive engagement in building our digital plans for the 2025-30 determination period.   
 
Key insights from WaterNSW’s customer engagement on our digital program include: 

• Simplifying processes: customers stressed the need to simplify ways of working to make 
interactions more efficient and user-friendly.  

• Increased transparency: customers want more transparency through information sharing 
and increased access to accurate and timely data to support their decision making.  

• Affordability concerns: maintaining affordability is crucial to our customers. Customers have 
urged WaterNSW to manage costs effectively.  

 
Key insights from customers to digital services across the shared technology ecosystem:  
 
Feedback from the broader NSW Water Sector agencies and WAMC’s customers mirrored the 
above themes, with additional insights obtained through consultations with First Nations peoples, 
Customer Advisory Group members, and participants of the 2025-30 Water Working Groups.  
 

• Integrated systems: customer indicated a need for better integration between different 
water management systems to avoid duplication and enhance efficiency.  

• A unified approach: customers recommended a unified approach to managing water 
resources to maximise benefits and minimise costs to all stakeholders involved.  

• Enhanced customer experience: related to integrating systems, was a demand for 
improved overall customer experience, particularly in relation to reducing bureaucratic 
hurdles.  

• Data quality and governance: NSW water sector agency customers indicated a need for 
robust data governance frameworks to ensure data quality and reliability across all 
agencies.  

 
How we have responded: 
 
Each program, and the options within them, were assessed for prudency against the WaterNSW 
Investment Strategy & Prioritisation Framework to determine the best value approach that meets 
regulatory and risk management obligations. 
 
The Technology Roadmap adopts the "Conservative scope," where a partial scope of programs 
will be delivered in the 2025-30 period, with some programs delayed to the 2030-2035 period. 
Partial benefits will be realised by 2025-30, with full realisation expected by 2030-2035. From this 
consultation, the final portfolio delivers: 
 

• Process Redesign: Simplifying and automating processes to enhance efficiency and user 
experience. 

• Transparency Initiatives: Implementing measures to improve information transparency and 
accessibility. 

• Cost Management: Adopting a conservative investment approach to maintain affordability 
while addressing key issues and compliance requirements. 

• Integrated Solutions: Developing interconnected systems and shared platforms to facilitate 
seamless operations across the ecosystem. 

• Customer-Centric Innovations: Focusing on delivering solutions that directly address 
customer needs and improve service delivery. 
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3.2.1 Projects under the Technology Roadmap 

WaterNSW’s total forecast expenditure toward the Technology Roadmap – Bulk Water and WAMC - is 
$112.1 million over the 2025-30 determination period. This substantial program aligns to our customers’ 
needs and builds on the progress and lessons learned during the 2020-25 determination period to deliver 
a seamless and integrated customer experience.  It represents a coordinated program of works for the 
NSW Water Sector and will drive efficiencies for all agencies.  

Maximising the benefits to customers: Approach to assessing the benefits of the 
Technology Roadmap programs  

Initiatives under the Technology Roadmap have gone through a rigorous process to understand the 
benefits to customers. A key metric to guide this evaluation was the use of a benefit cost ratio (BCR), 
used to weigh each program's total cost against its derived benefits. Additionally, WAMC agencies have 
also applied a Total Economic Benefit BCR to each program, which considers both hard and soft 
benefits. The combination of the two methods provides a comprehensive assessment. Estimates are 
based on a P50 basis, ensuring a high probability of achieving or exceeding the best estimate. 

It is important to note that the estimates exclude baseline operational costs and non-core software 
subscriptions. By dividing the benefits by the cost of each project, WaterNSW determines the viability of 
implementing and operating these initiatives in the long run. 

Among the major Bulk Water projects contributing to the Technology Roadmap for WaterNSW, the 
Communication Network Upgrade, Asset Lifecycle Management & Planning and Water Insights Portal are 
the three largest programs (in terms of planned investment). Of these, the Asset Lifecycle Management 
& Planning represents the largest total Economic Benefits (145/100), which considers both hard and soft 
benefits, encompassing advantages for customers and business operations. With a total cost of $16 
million, the program delivers $23.1 million in realised benefits over FY25-34, comprising $4.9 million in 
hard benefits and $18.2 million in soft benefits. 
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Software Licencing and Maintenance  
 
• Software licencing: Across the utilities sector, businesses are taking advantage of cloud services to 

meet growing technology demands. While these subscription-based services offer many 
advantages, the costs associated with data and storage are rising globally due to increasing data 
volumes and advancements in technology.  

 
Prices for licences, including associated maintenance agreements, under WaterNSW’s digital 
program are anticipated to see increases of between 3.3% to 23% (for services without contracted 
pricing protection). For example, Microsoft customers (including WaterNSW) face price increases of 
between 5% and 15% due to factors such as product cost increases, regional pricing adjustments, 
loss of discounts, entitlement changes, and new product requirements. Additionally, software costs 
are projected to rise by another 40% by 2027 due to generative AI product pricing and packaging.  
 
While these increases are largely outside of our control, WaterNSW has attempted to mitigate or 
offset these increases where possible, including utilising whole of government pricing negotiated by 
the NSW Government. 

 
• Security: WaterNSW complies          

      which support the business to protect itself from cyber 
threats and improve our capability, maturity as well as regulatory and licence obligations. In addition 
to the practices contained within these frameworks, WaterNSW is required to undertake additional 
safeguarding measures to ensure it complies with the amendments to the SOCI Act. 

 
Uplifts in security costs are well understood across government. The Regulation Impact Statement 
for the SOCI Act, states that the average cost for a critical water infrastructure entity to manage 
cyber and information security hazards as required by the Act is approximately $5.1m in one-off 
costs and $2.1m in ongoing costs (35.6% of $14.4 million in one-off costs and $6.1 million in ongoing 
costs for the average critical infrastructure organisation in the water sector). 8    

 
Within Australian Water utilities, uplifts in opex relating to licencing and cyber security are also 
understood. For example, Greater Western Water in its 2024 price submission to the Essential 
Services Commission (ESC), noted a step change increase of $15.77 million for licensing fees, 
captured as an identified transformation efficiency. The business also noted a $4.5 million step 
change to uplift digital programs in line with Security of Critical Infrastructure legislation.9 

 
Broader legislative, policy, and regulatory changes are also placing upward pressure on our costs. 
Direct impacts of the SOCI Act and cyber security requirements on digital expenditure are being 
compounded with other obligations such as those to comply with modern slavery obligations and 
ESG reporting, which are likely to impact on our supply chain and procurement processes. 
Regulatory changes, such as data sharing agreements with DCCEEW and NRAR, and increasing 
obligations from water sharing plans, add to our cost base. Furthermore, changes to our Operating 
Licence are expected to result in higher capital and operating expenditures (see clauses 43 and 44 of 
the Operating Licence). 

 
Telecommunications and networks  
 
• Telecommunications and networks: Costs have been steady at $3.2m each year for 

telecommunications services provided by carriers such as Telstra across FY23, 24 and 25 with 
additional costs coming during this period for additional network coverage and performance 

 
8 Department of Home Affairs, Cyber and Infrastructure Security Centre, 2022, Regulation impact statement: a risk 
management program framework for critical infrastructure assets, available at < 
https://oia.pmc.gov.au/sites/default/files/posts/2023/02/Impact%20Analysis.pdf > 
9 Greater Western Water (2024) 2024 Price Submission  
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improvements. While these cost increases do not have a material impact on digital opex trends, it 
has contributed to our adjusted base (see Attachment 8, Base Trend Step for more information). 10 

 
FY25 represents a time of higher risk, uncertainty and change, which drives potential for higher 
costs including, shutdown of Telstra's 3G network, increased bandwidth to offices to support 
changing work practices, rollout of CCTV, additional telemetry sites, additional licences for the 
customer help desk, provision of additional reliability for flood affected sites and recontracting of 
telecommunication services.  
Where possible we will drive deferrals and stringent cost management throughout future years, and 
will continue to identify and implement cost savings as part of our Business Transformation 
program.  

 
People Related Costs 
Our people related costs will increase to support the delivery of WaterNSW’s strategic objectives over 
the 2025-30 determination period. WaterNSW is investing in closing the gap on critical new capabilities 
to increase efficiency of delivery and improved services. Our investments towards uplifting our 
capabilities fall under three key areas, these are:  

1. Closing critical capability gaps on a prioritised basis, eg uplift in cybersecurity and 
operations teams         

2. New capabilities required as a result of new legislative and regulatory compliance 
obligations eg Operating Licence, SOCI Act amendments, Cyber Legislation, Privacy Act 

3. Resources to support increasing demands from the NSW water sector eg Creation, 
maintenance and negotiation on data sharing agreements, costs to manage and comply 
with the data sharing agreements and management of Digital and Information Office (DIO) 
support arrangements.  

 
Cloud Computing 
 
Cloud computing is an important area for the business. Cloud computing costs alone are projected to 
increase at 16% per year        . While significant for the business, the 
rate of increase compares favourably with the average increase across NSW Government of 26% per 
year (2% month on month).11  
 
Many software-as-a-service providers release updates on a regular schedule that need to be validated 
and tested, for example, ServiceNow releases new cloud service updates regularly, meaning WaterNSW 
must validate and test these new updates to ensure they are operationally stability and compliant. The 
upward trend in cloud computing costs is expected to continue in line with NSW Government cloud first 
architectural principles. Within WaterNSW we move services into the cloud where it adds benefit to the 
business. The adoption of cloud services means we can respond to customer demand in a shorter 
timeframe and allows rapid development of new functionality. 
 

 
10 Many locations have had a bandwidth increase from 10mb to 50mb to support video conferencing and new ways of working, 
these costs have been offset by continual cost savings where possible. Costs for FY23 were understated by $0.4m due to 
those costs not being correctly invoiced and paid until FY24, and by another $0.46m due to the Data Acquisition System (DAS) 
not having been factored into our cost base. The remainder of the increase is an additional $1m which has been allocated for 
telecommunication service payments in anticipation of further growth.  
 
11 Department of Home Affairs, Cyber and Infrastructure Security Centre, 2022, Regulation impact statement: a risk 
management program framework for critical infrastructure assets, available at < 
https://oia.pmc.gov.au/sites/default/files/posts/2023/02/Impact%20Analysis.pdf > 






